Testovaci klient pro ovéreni konektivity B2B sluzeb eNeschopenky

Pro ovéreni konektivity B2B sluzeb eNeschopenky Ize vyuZit jednoduchého testovaciho klienta
zalozeného na Powershell skriptu.

Postup:

1. Import klientského certifikdtu od SUKL do uloZisté Windows: spustit soubor *.pfx

Name Date modificd Type Size

EAMBSUKLZOOWSEBZG 04.11.201913:33 Personal Informati... 8KB

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

‘This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certiicate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure networl
connections. A certificate store s the system area where cer tificates are kept.

Store Location
(@ Current User
(O Local Machine

To continue, dick Next.

& L# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7E)

Microsoft Serialized Certificate Store (.55T)




& L¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time.

[+ Include &ll extended properties.

& L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificate store:

Browse. ..




& L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(g e o e et | Automatically determined by the wizard
Content PFX
File Name C:iTemplcert\AMBSLIKL 2001956926, pfx
i N E
fics
Certificate Import Wizard x
itol
The import was successful.
b

OK

2. Zjisténi otisku certifikatu: Otevfit Internet Explorer -> Nastaveni -> Obsah -> Certifikaty



Internet Options

General Security Privacy Content  Connections  Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.
D ——

| Clear 551 state Certificates | Publishers
N

AutoComplete

3 AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

@rﬁ content from websites that can be

read in Internet Explorer and other
programs,

3. Vosobnich certifikdtech najit SUKL autentizaéni certifikat, pfepnout se na zalozky Detaily a
v poslednim poli vykopirovat hodnotu otisku certifikdtu (Thumbprint).



Intended purpose: <All= ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Cartification) * | *

Issued To | Issued By _ Expiratio... Friendly Mame &

s | Certificate PP

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
= Proves your identity to a remote computer

[!dvanoed

Issued to: AMBSUKL200195692G Enew
Issued by: SUKL G2 Issuing CA
|: Close

| valid from 04,11.2019 to 03.11,2021 r

‘ff' ‘fou have a private key that corresponds to this certificate.

Issuer Statement

OK

g | Certificat

*

General Detalls | Certification Path

Show: | <All> ~

Field Value

Auﬁ'nority Information Access  [1]Authority Info Access: Acc...
Key Usage Digital Signature, Key Encipher...
Certiﬁcahe Template Inform... Template=1.3.6.1.4.1.311.21...
@Enhanced Key Usage Client Authentication (1.3.6.1....
Applicah’on Policies [1]Application Certificate Polic...
|:|Thumbprint algorithm shal

=] Thumbprint 1839b2d2 ff48e7dfdb 67 ...

18 39 b2 dZ ff 48 =7 df db 67 6f cb d9 8e Se
32 d1l £8 57 80

Edit Properties. .. Copy to File...

Ok

4. Upravit soubor TestKonektivity.bat, do kterého
a. vloZit zkopirovany otisk certifikatu (bez mezer, pozor ¢asto se zkopiruje s prvnim
znakem i néjaky skryty symbol, je tedy vhodnéjsi otisk prepsat rucné).
b. vlozit 1CO PZS



REM set BZ2B_URL=https://t-ws.cs5z.cz/B2B/IkreDpnSpravalcpe-vl
REM set CERTIFICATE_THUMBPRINT=lebbadl85cc02848ddag9934fcOebb39b0bchd9ed
REM set ICO=25596934

set] B2ZB_URL=https://ws.cssz.cz/B2B/IkreDpnspravalcpe-vl
setl] CERTIFICATE_THUMBPRINT=1839b2d2ff48e7dfdb676fchd98e5e32d1f85780
sef] IC0o=27074358

set REQUEST=IkreDpnvratIcpe.xml
sel RESPONSE=IkreDpnvratIcpeodpoved. xml

Powershell. exe -noprofile -ExecutionPolicy UnRestricted -File callRequest.psl

pause

5. Spustit soubor TestKonektivity.bat
a. Pokud vse probéhne korektné, tak ve stejné slozce vzniknou 2 soubory
IkreDpnVratlcpe.xml a IkreDpnVratlcpeOdpoved.xml
b. Pokud dojde k chybé, tak se na vystupu vypiSe pric¢ina chyby:

d -File CallRe

tinue .



